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Abstract
Science is now being revolutionized by the capabilities of distribut-
ing computation and human effort over the World Wide Web. This
revolution offers dramatic benefits but also poses serious risks due
to the fluid nature of digital information. The Web today does
not provide adequate repeatability, reliability, accountability and
trust guarantees for scientific applications. One important part of
this problem is tracking and managing provenance information, or
metadata about sources, authorship, derivation, or other historical
aspects of data. In this paper, we discuss motivating examples for
provenance in science and computer security, introduce four mod-
els of provenance for XML queries, and discuss their properties and
prospects for further research.

1. Introduction
Historically, scientific computation has focused on perform large-
scale numerical computations and simulations as quickly and ac-
curately as possible. These calculations are well-understood math-
ematically, and thus, boring in a certain sense.

Scientific computation is no longer boring. Systems that mix
numerical and symbolic computation, such as databases, or that in-
volve coordination of programs distributed over ad hoc networks
of heterogeneous systems. Such systems have historically been em-
ployed primarily for commercial purposes but are now being used
intensively in several branches of science. For example, biologists
now use database management systems [23] to collect large vol-
umes of bibliographic and experimental data in order to perform
new kinds of longitudinal studies or to guide discovery. Similarly,
astronomers and physicists are building “Grids” [25] that combine
database systems and distributed computing resources to store and
process large volumes of data obtained from detailed sky surveys or
from new instruments such as the Large Hadron Collider, respec-
tively.

These applications exemplify an emerging reality: computer
systems are now used to represent symbolic knowledge, not just
perform numerical scientific calculations. Various funding agencies
have conceived terms for this phenomenon, such ascyberinfras-
tructure or eScience. However, these buzzwords arguably under-
state the true significance of this revolution: scientific knowledge
(and conclusions) are now produced using radical sharing ofcon-
tent and distribution of effort over the Web.

This practice has dramatic advantages but also introduces se-
rious risks. The information infrastructure of today’s Webis not
yet capable of providing the levels of repeatability, reliability, ac-
countability and integrity achieved by paper-based scientific infor-
mation technologies such as books, journals and laboratorynote-
books [32]. To demonstrate this point, recall that in September 2008
the share price of United Airlines briefly lost 75% of its value after
Google News promoted an undated, six-year-old article concerning
United Airlines’ near-bankruptcy in 2002 [1]. We need (but do not

yet have) aScientific Web1 that reconciles the advantages of fluid
electronic data storage, sharing and distributed computation with
the concomitant disadvantages.

1.1 Motivating Examples

Scientists are deeply concerned about the quality, integrity and au-
thenticity of their data and conclusions derived from it. Iftheir work
turns out to be based on bad data, this can be highly embarrassing
or even damaging to their careers [28, 33]. Few scientists would
blindly trust the data in a database or in the result of a complicated
computation. Instead, such data is expected to be accompanied by
provenance, or information explaining an object’s history, author-
ship, derivation, or other information helpful in judging its quality
and scientific value. Provenance arises in a number of contexts, in-
cluding curated databases, workflow management systems andse-
curity.

Biological database curation Biological databases on a number
of subjects have been developed or are currently under active de-
velopment. For example, in molecular biology alone there are over
1000 such databases [23]. Each database may incorporate infor-
mation from a variety of sources, including data entered manu-
ally or copied from electronic versions of journal articlesand ab-
stracts, data copied from other databases, and data produced by ex-
ternal tools such as BLAST (which themselves may rely on other
databases). There is great potential for errors or misinterpretations
to proliferate in this complicated data ecosystem. Moreover, it is
not even clear how to judge whether the data is correct or incor-
rect: since the data being collected is the subject of activescientific
research, there may be multiple (inconsistent) sources forsome re-
sult, and so deciding which one to trust requires informed judg-
ment. Biologists find that the best way to ensure that the datais
correct (or at least, valid according to the best current science) is for
experts to manually enter or correct the data. This process is called
curation and scientists who construct or maintain such databases
are calledcurators.

One major problem with manual curation is its expense in terms
of human effort [5]. From a purely economic point of view, it is
far more attractive to automate the process of integrating,cleaning,
and mining the scientific literature, and there are many well-funded
bioinformaticians trying to do exactly that. However, scientists are
deeply suspicious of such automation because it may producere-
sults containing untraceable or systematic errors. Artificial intelli-
gence techniques that can provide a 99% success rate might bewell
and good for commercial applications that are tolerant to a certain
amount of risk, but being wrong 1% of the time can wreck a scien-
tist’s career.

Thus, provenance is believed to be essential in scientific data
curation for several reasons. First, it records that curation has taken
place, ensuring that curation effort is not wasted or duplicated
and that scientists can distinguish between manually curated data,

1 By analogy with, and with apologies to, the “Semantic Web”.



raw data, and data synthesized or predicted by some automatic
(and otherwise opaque) process. Secondly, provenance provides
detailed information about whose judgments informed the selection
or correction of the data, and thus who can be held accountable for
(or given credit for) these choices.

The behavior of a general-purpose computer system should not
be based on subjective or domain-specific assumptions, especially
when there is widespread disagreement about the validity ofthese
assumptions, as is frequently the case in cutting-edge science. The
best we can do is develop systems that providetransparencyand
accountabilityguarantees concerning the change history, sources,
and influences on the data. Such tools should make it possiblefor
users to make effective use of their own domain knowledge rather
than imposing some arbitrary measure of data quality.

Scientific workflows Many scientific communities have been
pooling computer systems and other resources such as databases
and connecting the systems using into Grids that support distributed
parallel computation.workflow management systems[31, 35] are
being developed that provide high-level, graphical notation for pro-
gramming Grid computations, hiding much of the complexity of
implementing a parallel or distributed computation.

Grids are often heterogeneous, may contain multiple different
providers for the same service, and may change over time (even
within a single long computation). Moreover, some workflow com-
ponents are based on databases that also change over time. Thus,
workflow execution is usually nondeterministic, so that repeated
runs of a workflow may yield different results. This is, of course,
problematic for a scientist who might wish to use the resultsof a
workflow in a publication, since it undermines the repeatability of
an observation, and it is far from clear how to estimate the error
arising from nondeterministic workflow enactment.

In Grid or workflow computation, provenance is considered im-
portant for several purposes [19]. Provenance helps to identify and
re-use results that have already been computed, thus avoiding re-
dundant computations. In addition, since a workflow may be non-
deterministic, provenance information is needed to recordwhat ac-
tually happened when such a workflow was run, ensuring repeata-
bility. Moreover, in scientific workflows, data provenance can often
help the scientist interpret surprising results, i.e., help debug faulty
runs (wrong parameter settings, stale data or service bindings,
etc), or confirm new findings. Finally, data and computationally-
intensive workflows often require runtime monitoring, e.g.to steer
the computation, or restart failed subprograms. A great deal of re-
search has already been carried out on understanding provenance in
workflow settings, including recent challenge problems andstan-
dardization efforts [2]. However, several research challenges re-
main, particularly understanding how to combine database and
workflow provenance [29]

Audit-based security Much research on security (and particularly
language-based security [39, 38]) focuses on building models of
possible attacks and then designing systems that provably guaran-
tee that attacks are impossible. This approach is quite challeng-
ing and although significant progress has been made, we are still
far from being able to certify any but the simplest real-world sys-
tems or programs secure. Moreover, proofs of security are based on
models that may not match the real world, thus may leave the door
open to attacks that subvert the model’s assumptions. Conversely,
the behavior of a provably secure system may be so constrained as
to make it useless in practice.

Audit-based securityis an alternative approach based on col-
lecting evidence that can be used to detect or react to attacks.
Self-securing storageis a proposal for computer security based on
recording everything that happens to the file system [42, 41,34].
There are potential security benefits: if an intrusion can bedetected

within two weeks, then it suffices to store two weeks’ worth ofhis-
tory in order to be able to recover from a typical attack. Another
potential application of such provenance information is inaiding
information retrieval; for example, helping to locate lostfiles [40].
Vaughan et al. [43, 30] have studied a language-based audit secu-
rity framework which combines standard access control techniques
with secure logging. Thus, access to a resource may be granted
without an explicit security proof but logging is performedto de-
termine whether the access obeys the security policy. This makes it
possible to determine whether a resource has been misused and if
so, who may be (or is not) responsible. Oracle has also recently in-
troduced a product calledAudit Vault[17] which provides a logging
and log analysis for databases comparable to the above techniques.

For all of these applications there appear to be open research
questions. There has been little study of how to make effective use
of the logged information (other than to restore the system to a
consistent pre-attack state). More importantly, there is so far not a
clear understanding of what it means for an audit trail or logto be
a correct representation of the system behavior generatingit. This
is an important issue when one considers that audit information
might need to meet high standards of evidence in legal proceedings
concerning intellectual property, particularly in disciplines such as
biology and pharmacology in which intellectual property concerns
are often in direct conflict with scientific concerns.

1.2 The problem

The tools now being used to conduct science on the Web are ill-
suited for recording and managing provenance. At present, scien-
tific applications employ a hodgepodge of data models, including
flat files, relational databases, and XML, as well as specialized sci-
entific data formats such as FITS. Similarly, a wide variety of pro-
gramming and scripting languages are used to implement and con-
nect the systems, including Java, C/C++, Perl, and Python.

The wide variety of data models and programming languages
currently employed compounds the difficulty of tracking prove-
nance information reliably. This problem arises already even in
simple file systems: metadata such as modification and creation
timestamps, ownership and permissions is normally discarded or
rendered meaningless when files move among different systems.
At present, provenance and other metadata is recorded either man-
ually or by custom-built systems. Both approaches are expensive
and have additional drawbacks. Manual provenance trackingare
not a good uses of scientists’ time and are error-prone. Conversely,
custom systems can only record provenance within a single system
and implement one of a variety of ad hoc or application-specific
provenance models. Thus, provenance is still lost when datamoves
among systems and provenance records from different systems may
not be easy to correlate or integrate.

Ideally, provenance would be captured automatically and man-
aged smoothly by all of the components of a scientific application
through well-understood techniques based on solid foundations—
just as traditional scientific computation is based on the mathemat-
ical foundations of real and complex analysis, differential equa-
tions, and so on. The current situation falls far short of this ideal.
Such tracking would have to involve first agreeing on a protocol
for exchanging provenance information whenever two components
communicate, and then waiting (and hoping) for all of the tools
in use by scientists to implement this protocol. This is impracti-
cal in the short term. Instead, most research has focused on un-
derstanding the foundations of different models of provenance and
incorporating support for various forms of provenance within par-
ticulargeneral-purposesystems, such as databases, workflow man-
agement systems, or file systems. Once provenance management is
well-understood for individual systems, we can hope to develop



techniques for integrating provenance management as data moves
between systems.

Previous work on provenance in databases [18, 11, 12, 27, 22]
has focused on the problem of defining, implementing and studying
the properties of different models. Our work in particular [8, 16, 10]
emphasizes using techniques from the semantics of programming
languages to study provenance, motivated by the observation that
previous techniques have sometimes lacked clearly specifications.
It is not always clear what a given system actually does, what
problem it was intended to solve, or whether it correctly solves it.
We believe that formalizing the semantics and desired high-level
properties of the various provenance models is a necessary first
step towards developing truly scientific provenance management
techniques needed for the Scientific Web.

XML plays an essential role in many of these applications and
may play a unifying role in the future. Many biological databases
are made available online in XML form, even though most are
still stored in relational databases. Distributed Grid or workflow
computation systems are often based on XML messages and
the components of such systems might also be XML databases.
Novel lightweight techniques for distributed programmingsuch as
MapReduce are typically based on a flat-file or nested-relational
data model [20, 36], but could also be generalized to processXML
data.

Standardizing on XML data models and databases, program-
ming languages and other tools could help simplify the problem
of tracking provenance information when it crosses system bound-
aries. Moreover, it is of independent interest to understand prove-
nance for XML processors and databases. However, there has been
little work on provenance in XML settings (exceptions include [22]
and arguably [11, 8]).

Outline In this paper we will adapt some existing models of
provenance for relational databases to an XML setting. We first
review a core XML query language (Section 2), then define anal-
ogous models of provenance for XML data and query languages
(Section 3), and discuss the advantages and disadvantages of these
models and areas for future work on provenance in scientific appli-
cations of XML (Section 4) before concluding (Section 5).

2. Background
We will employ a simple fragment of XQuery in this paper whose
semantics can be described easily using a denotational approach
(similar to the semantics of (nested) relational query languages).
Specifically, we limit attention to the element structure ofXML
documents, we do not treat node identities, we consider naviga-
tion along only the child axis, and we restrict attention to mono-
tone queries. This is, of course, a drastic simplification ofXQuery
proper, as it ignores the descendant, ancestor, and siblingaxes;
however, our goal is not to provide a full treatment of provenance
for general XML queries, but only to illustrate how existingprove-
nance techniques for (nested) relational data can be extended to
XML. This fragment suffices for our purposes.

First, we define values as expressions denoting XML trees,
forests and strings. LetΣ be an alphabet ofelement tagsa, b and
(Ω, ǫ, ·, (−)−) a collection of stringsω equipped with an empty
string constantǫ, concatenationω · ω′ and reversalω− operations.
Then(hedge) valuesv, v′ ∈ Val andtree valuest, t′ ∈ TVal are
defined according to the following grammar:

v ::= () | v, v′ | t t ::= a[v] | ω

where we identify values up to associativity and unit laws:(), v =
v = v, () and(v, v′), v′′ = v, (v′, v′′). The notationa[v] is a con-
cise notation for XML element tags such as<a>...</a>. Note that
XQuery processors are typically supposed to normalize the results

of a query so that adjacent strings within a value are concatenated;
for example,"foo","bar" will evaluate to"foobar". We will not
model this behavior. We ignore other XML idiosyncrasies such as
attributes, comments and processing instructions.

We define some auxiliary functions on tree values:

select(b[v], a) =



b[v] a = b
() a 6= b

select(ω, a) = ()

children(a[v]) = v

children(ω) = ()

text(ω) = ω

text(())) = ǫ

text(v, v′) = text(v) · text(v′)

text(a[v]) = text(v)

concat(v, v′) = text(v) · text(v′)

reverse(v) = text(v)−

We will employ a sequence comprehensionoperation to define
the semantics of for-loops. Such sequence comprehensions are
essentially the same as list comprehensions in Haskell, based on
using the list monad as a collection type. Formally, this operation
is defined as follows:

G

[f(x) | x ∈ ()] = ()
G

[f(x) | x ∈ t, v′] = f(t),
G

[f(x) | x ∈ v′]

Note that this definition is stable with respect to the associativity
and unit properties of sequences; for example

F

[f(x) | x ∈
(), v] = (), f(v)v = f(v) =

F

[f(x) | x ∈ v].
Now consider countably infinite, disjoint setsVar = {x, y, . . .}

of variablesandTVar = {x̂, ŷ, . . .} of tree variables. We define
expressionse ∈ Expr as follows:

e ::= x | x̂ | let x := e1 in e2 | () | a[e] | e, e′

| x̂/child | x̂ :: a | for x̂ ∈ e1 return e2

| ω | x/text | x · y | rev(x)

Variables and let-bindings are standard. The next three expression
forms construct values. Thêx/child expression extracts the chil-
dren of a tree value,̂x :: a filters tree values based on their la-
bel, andfor x̂ ∈ e1 return e2 performs iteration over sequences,
evaluatinge2(t) for each treet in e1. Finally, we include string
constantsω, the x̂/text operator that extracts the text content of
a value, the string concatenation operatorx · y, and the string re-
versal operatorrev(x) reverses a string (non-strings are implicitly
converted to strings first). In some of the provenance modelslater
in the paper, we exclude the string operations.

Remark 1. The difference between ordinary variables and tree
variables is that the former may be bound to any value but the
latter may only be bound to single trees. Note that tree values are
introduced byfor and used in̂x/child, x̂ :: n and several other
expressions.

Our core language excludes general XPath expressions, but
these are definable (as long as they involve the child or self axes
only). For example we can define XPath expressions such asx/a
asfor ŷ ∈ x return for ẑ ∈ ŷ/child return ẑ :: a. Moreover,
axis steps involving wildcard (∗) node tests can be translated by
just usingchild, for examplex/∗ is defined just byfor ŷ ∈
x return ŷ/child.

We also deliberately exclude conditionals and equality tests to
avoid certain complications. XQuery’s general equality operator
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Figure 1. Input and output of queryq1
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Figure 2. Input and output of queryq2

has complex semantics and can be used to define emptiness tests,
which pose difficulties to techniques such as why-provenance.

The string reversal operator is included as a token example of a
primitive function on base types.

Semantics We define environmentsγ as pairs of functionsγ1 :
Var → Val andγ2 : TVar → TVal ; we typically suppress the
subscripts. We define the semantics of our core language as follows:

JxKγ = γ(x) Ja[e]Kγ = a[JeKγ]

Jx̂Kγ = γ(x̂) Je1, e2Kγ = Je1Kγ, Je2Kγ

J()Kγ = () JωKγ = string(ω)

Jx/textKγ = text(γ(x))

Jx · yKγ = concat(γ(x), γ(y))

Jrev(x)Kγ = reverse(γ(x))

Jx̂/childKγ = children(γ(x̂))

Jx̂ :: aKγ = select(γ(x̂), a)

Jlet x = e1 in e2Kγ = Je2K(γ[x := Je1Kγ])

Jfor x̂ ∈ e1 return e2Kγ =
F

[Je2K[x̂ := t] | t ∈ Je1Kγ]

Example 1.We will introduce a running examples for use through-
out the paper. Consider the query

q1 = for y ∈ x/a return c[y/b]

which, as discussed earlier, can be represented in our core language
as follows:

for ŷ′ ∈ x/child return for ŷ ∈ ŷ′ :: a return
c[for ẑ ∈ ŷ/child return ẑ :: b]

Figure 1 shows a typical input and output for this query.
Similarly, consider the query

q2 = for y ∈ x/a return c[rev(y)] .

This query gets the text content of eacha node below the root,
reverses it, and returns the reversed string in ac node. Figure 2
shows a typical input and output for this query.

3. Models of Provenance
In this section we will define several models of provenance. Each
model fits into a general framework as we shall now explain. For a
given model of provenanceP , we shall specify:

1. Define P-annotated XML values(or just pp-values) V alP

(along withP-tree valuesTValP andP-environments map-
ping variables toP-values.)

2. Define an annotation-propagating variantPJ−K of the standard
XQuery semantics onP-values

3. Consider the provenance semantics to be the behavior of an
expression on certaindistinctly annotatedinputs

4. State and prove well-behavedness properties and perhapsaddi-
tional behavioral guarantees

Although there are a number of other possible ways to model prove-
nance and define provenance semantics, we have (through bitter ex-
perience) found this approach to be the best suited to understanding
and analysis of such models. Some work on provenance has em-
ployed ad hoc, noncompositional, or incomplete definitions, mak-
ing it difficult to understand and relate the models, let alone formal-
ize and prove their properties. While our approach may not seem
natural at first sight (especially to readers without past experience
with programming language semantics), every provenance model
we are aware of can be defined (often much more clearly) in this
form. Moreover, in this framework we can define some of the high-
level design principles we will follow so that we do not have to
repeatedly discuss them.

Validity The most basic correctness property we are interested
in is that the annotation-propagating semantics is faithful to the
standard semantics. To formalize this we assume (as shall generally
be the case) that there is an obviouserasurefunction|−| : ValP →
Val mapping annotated values to ordinary ones.

Definition 1 (Validity). An annotation-propagating semantics is
valid providedPJeK|v| = |PJeKv|.

All of the definitions we will give are valid and we will not
mention or prove this explicitly.

Invariance Another typical property is that the annotation-prop-
agation semantics is invariant in a certain sense. Specifically, the
particular choice of annotations should not matter. We consider a
reannotation functionα : V alP → V alP to be a function on
annotated values such that|α(v)| = |v|.

Definition 2 (Invariance). An annotation-propagating semantics
is invariant under some class of reannotationsT provided for all
α ∈ T , we havePJeK(α(v)) = α(PJeKv).

Invariance properties are familiar to both database theorists (as
(full) genericity on annotations [6, 7]) and programming language
theorists (as parametricity in polymorphic languages [37], if we
view annotations as an abstract type). All of the techniqueswe will
consider are invariant with respect to appropriate classesof reanno-
tations but we will not further discuss these invariance properties.

Compositionality Each of our models can be definedcomposi-
tionally. This simply means (informally) that the semantics can be
defined by giving functions that show how to handle each expres-
sion form individually.

Definition 3. GivenP-annotated valuesValP , letPJ−K be a func-
tion such thatPJeK mapsP-environments toP-values for eache.
We say thatPJ−K is compositionalif there exist generating func-



tions

empP : ValP

seqP : ValP × ValP → ValP

eltP : Σ × ValP → ValP

stringP : Ω → ValP

concatP : ValP × ValP → ValP

reverseP : ValP → ValP

textP : ValP → ValP

childrenP : TValP → ValP

selectP : TValP × Σ → ValP

forP : ValP × (TValP → ValP) → ValP

such that:

PJxKγ = γ(x) PJa[e]Kγ = eltP (a,PJeKγ)

PJx̂Kγ = γ(x̂) PJe1, e2Kγ = seqP (PJe1Kγ,PJe2Kγ)

PJ()Kγ = empP PJωKγ = stringP (ω)

PJx/textKγ = textP (γ(x))

PJrev(x)Kγ = reverseP (γ(x))

PJx · yKγ = concatP (γ(x), γ(y))

PJx̂/childKγ = childrenP (γ(x̂))

PJx̂ :: aKγ = selectP (γ(x̂), a)

PJlet x := e1 in e2Kγ = PJe2K(γ[x := PJe1Kγ])

PJfor x̂ ∈ e1 return e2Kγ = forP (PJe1Kγ, Λt.PJe2Kγ[x̂ := t])

The standard semantics is clearly compositional, with:

emp = () concat(v, v′) = concat(v, v′)

seq(v1, v2) = v1, v2 reverse(v) = reverse(v)

elt(a, v) = a[v] children(t) = children(t)

string(ω) = ω select(t, a) = select(t, a)

text(v) = text(v) for(v, f) =
F

[f(t) | t ∈ v]

In practice, compositionality seems essential for obtaining a def-
inition that is well-behaved enough for simple properties to have
simple proofs. In particular, note that checking validity and invari-
ance for compositional definitions reduces almost immediately to
checking the corresponding properties for the generating functions.

3.1 Where-Provenance

Where-provenance, as introduced in [11, 12], is information linking
data in the result of an operation showing “where the output data
came from”. As discussed by Buneman et al. [10], a key property of
where-provenance is that it links parts of the output to equal parts
of the input and moreover that the links reflect the true behavior of
the query.

In an XML/XQuery setting, we can model where-provenance as
follows. ConsiderW-values in which each subtree is tagged with
extra informationα. We refer to the tags ascolors, and identify a
constant,blankcolor⊥.

v ::= () | v, v′ | t t ::= a[v]α | sα α ::= ⊥ | c

The idea of our approach to defining where-provenance is as
follows: First, we consider a value whose colors are all distinct.
We then define a semanticsWJeK of expressions acting on colored
values that propagates colors from the input to the output. By
running WJeK on a distinctly-colored value, we obtain a value
annotated with colors that can be interpreted as links to unique parts
of the distinctly colored input.

a ad

b c b b b

doc

c

b b b

c

Figure 3. Where-provenance behavior of queryq1

The annotation-propagation semantics for where-provenance
WJ−K can be specified by the generating functions:

elt
W(a, v) = a[v]⊥

text
W(v) = text(v)⊥

concat
W(v, v′) = concat(v, v′)⊥

reverse
W(v) = reverse(v)⊥

children
W(a[v]α) = v

children
W(ωα) = ()

select
W(a[v]α, b) =



a[v]α a = b
() a 6= b

select
W(ωα, b) = ()

for
W(v, f) =

G

[f(tα) | tα ∈ v]

The remaining generating functions are standard. Moreover, it is
not hard to show that this semantics is valid, invariant up torecol-
orings, and it is compositional by definition.

Example 2.Figure 3 shows the where-provenance semantics of
queryq1 (from Example 1), where we use links drawn using dot-
ted lines to connect annotated parts of the output to their unique
sources in the input. We do not showq2 since its where-provenance
semantics is uninteresting (every part of the output is labeled⊥).

Correctness We now motivate and state the correctness prop-
erty we have in mind for where-provenance. Imagine we have a
distinctly-annotated valuev = a[b[]β , b[]γ ]α. The distinct annota-
tions α, β, γ serve as “addresses” for the three subtrees ofb; in
particular,β and γ distinguish the two occurrences ofb[]. Now
imagine we have computed some valuev′ from v, for example
d[b[]β , c[]γ ]⊥. Here, if we interpret the annotations as “pointers”
back intov, then the first subtreeb[]β is consistent withv sinceβ
labels the same subtreeb[] in v, but the second subtreec[]γ is not.
On the other hand, if we have a resultv′′ = d[a[b[]β , b[]γ ]α, b[]γ ]
then this is indeed consistent withv.

The basic observation here is that if we are interpreting annota-
tions as provenance links to “sources” in the data, then we expect
the copy to be similar, if not identical, to the source. To formalize
this notion we need another bit of notation.

Definition 4 (Colored subtrees and copying).We define thecol-
ored subtreesof v as follows:

cst(()) = ∅ cst(v, v′) = cst(v) ∪ cst(v′)

cst(a[v]α) = {a[v]α} ∪ cst(v)

Moreover, we writecst 6⊥(v) for the non-⊥-colored subtrees ofv,
that is{t[v′]α ∈ cst(v) | α 6= ⊥}. A functionF : ValW → ValW

is copyingif for everyv, we havecst 6⊥(F (v)) ⊆ cst(v).

The where-provenance semantics given above is guaranteed to
be copying:
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Figure 4. Expression-provenance for queryq2

Theorem 1. For anye, the where-provenance semanticsWJeK is
copying.

The proof of this property is similar to that for the NRC where-
provenance model given in [10]. Moreover, this implies thatfor
distinctly-colored inputs, each non-⊥-colored part of the output is
a copy of the part of the input with the same color.

3.2 Expression-Provenance

The simple where-provenance model above only gives us useful
information about parts of the output are exact copies of parts of
the input. This is often not the case, particularly in the presence of
base types (strings, integers) and primitive functions such asrev, or
external function calls. Above, we followed the obvious strategy of
coloring the results ofrev or text operations with⊥. However,
this obviously throws away some useful information. One idea
(developed recently with Vansummeren, and partly inspiredby the
semiring relational model [27]) is to annotate values of base type
with expressions:

v ::= () | v, v′ | t t ::= a[v] | ωα α ::= c | ω | α·β | α−

To simplify matters we will only consider annotations on strings
here, but it is possible to combine these annotations with the where-
provenance semantics in the previous section.

The expression-provenance semanticsEJ−K can now be defined
compositionally using the generating functions:

string
E(ω)γ = ωω

concat
E(ωα

1 , ωβ
2 ) = (ω1 · ω2)

α·β

text
E(ωα) = ωα

text
E(())) = ǫ

text
E(v, v′) = concat

E(textE(v), textE(v′))

text
E(a[v]) = text

E(v)

reverse
E(ωα) = (reverse(ω))α−

reverse
E(a[v]) = reverse(text(a[v]))

where as usual the omitted generating functions are standard.

Example 3.The expression-provenance ofq1 is essentially the
same as its where-provenance, since no strings are involved. Fig-
ure 4 shows the expression-provenance of queryq2 that traverses
a document and returns the text content under eacha node packed
into a newc node. Here, we show the expressions as explicit syntax
trees. For example, the annotation on"zabrab" is (β·δ)− provided
β andδ are the annotations of"bar" and"baz" respectively.

Correctness By analogy with the correctness property of where-
provenance we expect the annotations of output parts to be “con-
sistent” with the corresponding input parts. Since annotations now
have more structure, we need to take that structure into account. We
formalize this as follows.

Consider a functionh : Color → Ω which assigns a string to
each color. We call this a valuation. Given an annotationα, we can
extendh to map annotationsα to strings as follows:

h[c] = h(c) h[α · β] = h[α] · h[β]
h[s] = s h[α−] = h[α]−

Definition 5. We define the colored substrings of anE -annotated
valuecss(v) as the set of all annotated stringssα occurring inv,
just as in Definition 4. We say anE -valuev is consistentwith a
valuationh, writtenh |≈ v, as follows.

h |≈ v ⇐⇒ ∀sα ∈ css(v).h[α] = s .

These notions are extended to tree values and environments in the
obvious way.

Given a distinctly annotated input in which each string is tagged
with a unique color, it is trivial to find a consistent valuation h.
Moreover, it is not hard to show that the expression-provenance
semantics preserves consistency in the following sense.

Definition 6. A function f on E -values isconsistency-preserving
if for any h : Color → Ω and v satisfyingh |≈ v, we have
h |≈ F (v).

Theorem 2. The expression-provenance semanticsEJeK is consis-
tency-preserving for anye.

3.3 Why-Provenance

Why-provenance, and its cousinlineage [18], are based on the
intuition of identifying the properties of the input that “witness”
or “justify” a certain part of the output. In a relational database
setting, one can formulate this in a straightforward way: a witness
to a recordt in the output of a queryQ is a subsetJ of the input
databaseI that satisfiest ∈ Q(J). Witnesses are not as well-
behaved in the presence of string operations, so in this section
we will consider the sublanguage without strings,text or rev
operations.

Buneman, Khanna and Tan [11, 12] studied why-provenance for
a deterministic tree model and for flat relational databases. Later,
Green et al. [27] introduced asemiring-valuedrelational model
and argued that why-provenance and lineage can be obtained as
an instance of this model. The semiring model has been refinedin
subsequent work [9, 24, 26]; moreover, Foster et al. [22] extended
the semiring-valued model to the nested-relational calculus and an
XQuery-like language over unordered XML trees. These papers
should be consulted for more detail on the semiring-valued model;
we will not go into further details in this paper.

For orderedXML, however, the definition of why-provenance
is less clear. The semiring model does not apply to ordered collec-
tions; thus, in a setting where element order is important, the semir-
ing model and accompanying results cannot be used. Nevertheless,
we will consider an approach to why-provenance for ordered XML
that draws on the idea of witness.

First, to make the analogy to relational why-provenance more
precise, we introduce an “information ordering”⊑ on XML trees.

() ⊑ v

v1 ⊑ v′
1 v2 ⊑ v′

2

v1, v2 ⊑ v′
1, v

′
2

v ⊑ v′

a[v] ⊑ a[v′]

Intuitively, the idea is thatx ⊑ y means thatx can be obtained
from y by deleting some subtrees; alternatively, thaty has at least
as much information asx. This generalizes both the idea of con-
tainment of relational databases and membership of a recordin a
relational database. (Indeed, this idea was already used in[11] to
define why-provenance for a semistructured data model).

Using the information order, we can define witnesses for XML
queries as follows:
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Figure 5. Why-provenance behavior of queryq1

Definition 7. Supposee, γ andv are given andv ⊑ JeKγ. Then
w ⊑ γ is a witnessto v ⊑ JeKγ providedw ⊑ JeKγ. We define
Wit(e, γ, v) as the set of all witnesses tow ∈ JeKγ, that is

Wit(e, γ, v) = {w ⊑ γ | v ⊑ JeKγ} .

The intuition is that a witness provides enough informationto
“force” a subtree to appear in the output. Moreover, note that t and
w may be arbitrary trees.

Now, to compute why-provenance, we again consider annotat-
ing each part of a value, but we now consider annotations to besets
of “colors” rather than just single colors. Initially, the annotations
in distinctly colored value will be singletons with no colors re-used.

v ::= () | v, v′ | α : t t ::= a[v]

whereα ⊆ Color . Note that this grammar is essentially the same
as that for where-provenance annotations but for technicalreasons
it makes more sense to put the annotations in the value syntaxhere.
We also will need an auxiliary annotation merging operationv+α

defined as follows:

()+α = () (v1, v2)
+α = v+α

1 , v+α
2

(β : t)+α = α ∪ β : t

We define the why-provenance semantics for XQueryYJ−K
with the following (non-standard) generating functions:

elt
Y(a, v) = ∅ : a[v] for

Y(v, f) =
G

[f(t)+α | α : t ∈ v]

Example 4.Figure 5 shows the why-provenance behavior of query
q1. The links drawn with dotted lines connect each output node with
the set of input nodes that form the why-provenance of the output
node, based on runningYJq1K on a distinctly annotated input. We
omit q2 since we do not consider why-provenance in the presence
of string operations.

Correctness As motivated above, we want the why-provenance
of a part of the output of a query to tell us something about its
witnesses. For a distinctly annotated value we can describea part
of the value as a set of labels. To formalize this idea, we define the
restrictionoperator:

()|α = () (v1, v2)|α = v1|α, v2|α

(a[v])|α = a[v|α] (β : t)|α =



t|α β ⊆ α
() β 6⊆ α

A crucial point here is that the restriction of a treet is always still
a treet′. This is the reason why we place the annotations in the
syntax of values: it is sensible to replace the valueβ : t with () but
it is not sensible to replace a tree valuet with an empty sequence
(since the empty sequence is not a tree value).

Proposition 1. If γ is a validY-environment thenγ|α is a valid
environment.

We now define a function which extracts potential witnesses
from the why-provenance annotations generated by the semantics
above.

Definition 8. We define theprovenance witnessesof a querye with
respect to inputγ and output partv as:

PWit(e, γ, v) = {γ|α | v ⊆ (YJeKγ)|α}

Intuitively, PWit(e, γ, v) examines all of the parts of the output
of the form(YJeKγ)|α that containv, and collects (potential) wit-
nesses by restrictingγ according toα. In fact, this set can be quite
large since we do not restrict attention to “minimal” annotation sets
α having this property; doing so would likely be more efficientbut
we ignore the efficiency issue for now. Instead we just wish toshow
that these are all actually witnesses. The main step in doingso is
showing that restriction satisfies a natural commutativityproperty:

Theorem 3. Lete, γ andα be given. Then(YJeKγ)|α = JeKγ|α.

Definition 9. A function f on Y-annotated values iswitnessing
if for any distinctly-annotatedγ and anyw ⊑ f(γ), we have
PWit(e, γ, v) ⊆ Wit(|f |, |γ|, v)

Corollary 1. For any e, the why-provenance semanticsYJeK is
witnessing.

Proof. If γ|α ∈ PWit(e, γ, v) thenv ⊑ (YJeKγ)|α = JeKγ|α.

3.4 Dependency-Provenance

Cheney, Ahmed and Acar [16] introduced another form of prove-
nance calleddependency-provenance. The motivation for this form
of provenance is to capture “dependence” information (analogous
to techniques for information-flow security, program slicing and
dependency analysis [4, 3]). From a technical point of view,the
difference between why-provenance and dependency-provenance
is that the former considers only deletion (recall thatv ⊑ w means
v can be obtained by deleting subtrees fromw) whereas the lat-
ter considers arbitrary changes to the input. Thus, in general de-
pendency provenance will generally include why-provenance since
it is sensitive to more kinds of changes. Moreover, dependency-
provenance can handle string operations without difficulty.

For dependency-provenance, we annotate values with sets of
colors just as for why-provenance, but we allow annotationsto
appear anywhere in a value:

v ::= () | v, v′ | t | α : v t ::= a[v] | ω

We implicitly treatα : β : v andα ∪ β : v as equivalent.
The dependency-provenance semanticsDJ−K is defined using

the following generating functions (standard cases omitted):

reverse
D(v) = α : ω− (wheretext

D(v) = α : ω)

concat
D(v1, v2) = α1 ∪ α2 : ω1 · ω2

(wheretext
D(vi) = αi : ωi)

text
D(α : v) = α : text

D(v)

for
D(α : v, f) = α : for

D(v, f)

Specifically, afor-loop is evaluated by traversing the value to
search for tree values, lifting any tags encountered.

Example 5.Figure 6 shows the dependency-provenance behav-
ior of q1, and Figure 7 shows the dependency-provenance ofq2.
There are some parts of the output that carry annotations that are
not directly associated with a node. These parts are drawn using
boxes. Moreover, we also include links from empty subsequences
in the output that carry an annotation, such asα : (). These parts
are shown as boxes with dotted lines from their parent nodes.
These parts were empty in this run of the query, but could become
nonempty if the input is changed atα. This information is discarded
in why-provenance.
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Figure 6. Dependency-provenance behavior of queryq1
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Figure 7. Dependency-provenance behavior of queryq2

Correctness To show the correctness of dependency-provenance,
we introduce the following relation calledequivalence aboveα:

() ≡α ()

v1 ≡α v′
1 v2 ≡α v′

2

v1, v2 ≡α v′
1, v

′
2

v ≡α v′

a[v] ≡α a[v′] ω ≡α ω

v ≡α w

β : v ≡α β : w

α ⊆ β ∩ γ

β : v ≡α γ : w

Intuitively, the idea is thatv ≡α v′ holds if v and v′ look the
same if we ignore subtrees whose respective annotations contain
α. Typically,α is just a singleton{a}, and ifv is distinctly-colored
thenv ≡a v′ just means thatv is the same asv′ everywhere except
at the subtree ofv labeled witha.

Definition 10. A functionf onD-values isdependency-preserving
if for any α, v, v′ if v ≡α v′ then we havef(v) ≡α f(v′).

The intuition here is that the colors ought to capture all of the
possible ways the output could change as a result of a change to the
input. As illustrated in the example above, in general this requires
keeping track of more annotations than why-provenance, because
dependency-preservation is sensitive to arbitrary changes, not just
deletion. This is closely related to the idea of noninterference in
information-flow security [38, 3]. See [16] for further discussion of
dependency-correctness and noninterference.

Theorem 4. For any e, the dependency-provenance semantics
DJeK is dependency-preserving.

As usual this can be proved by induction on the structure of ex-
pressions, after establishing a number of dependency-preservation
properties for the generating functions ofD.

4. Discussion
4.1 Loose specifications

In the last section, we introduced several provenance models that
fit into a common framework based on the properties of validity,
invariance, and compositionality. These properties represent basic
expectations about what it means for a provenance or annotation
semantics to be well-behaved. In addition, for each semantics we
identified a formal correctness property that we believe canbe used
to explain the expected behavior of the system to users. However,

in these properties may not enough by themselves to uniquely
determine what the system should do.

Where-provenance Consider an alternative where-provenance
semantics that runs the query as usual and then simply discards
all of the colors. This semantics is copying since the copying prop-
erty says nothing about the behavior of⊥-colored outputs. In other
words, we have not specified that the where-provenance should be
“nontrivial” in this way, and it is not obvious how to do so. Infact,
Buneman et al. [10] goes further than soundness: they established
a converse,expressive completenessresult showing, roughly, that
all copying operations (in a suitably enriched query language) can
be expressed by the where-provenance semantics. It is reasonable
to expect a similar expressive completeness result to hold for XML
where-provenance, but we will leave this as a subject for future
work.

Expression-provenance For expression-provenance, the problem
is similar to that of where-provenance. Specifically, we candefine
an alternative semantics that annotates each data value in the re-
sult with a copy of itself. For example, if the expression isx + y,
the evaluating withx = s, y = t will yield (s · t)s·t instead
of stx·y. This is still consistency-preserving, yet clearly trivial in
some sense. As with where-provenance, it is not obvious how to
enforce nontriviality. We are aware of preliminary work by Van-
summeren2 on expressive completeness for expression-provenance
of this form, but there are several potential obstacles.

Why-provenance For why-provenance, imagine an alternative
definition that tags each part of the output witheverycolor in the
input. This semantics would also be witnessing, but yields no (use-
ful) information about the witnesses of the query, since it simply
says that the entire input witnesses each part of the output.For
relational why-provenance, the provenance witnesses “represent”
the set of all witnesses in a suitable sense. Moreover, thereis a
uniqueminimal witness basisthat represents all of the witnesses
in the most concise possible way. It would be worthwhile to study
comparable completeness or minimality properties.

Dependency-provenanceFor dependency-provenance, there is
again a trivial alternative dependency-correct semanticsthat lifts all
of the input colors to the root of the output. Like why-provenance,
dependency-provenance is more informative when fewer anno-
tations are present in the output. In our earlier work [16] we
studied the issue of minimality of dependency-provenance.This
problem turns out to be undecidable for full (nested) relational
queries, and intractable even for small sublangauges (e.g.just
Boolean expressions). Since XQuery and nested relational queries
are closely related, we expect similar reductions to hold for the
XML dependency-provenance model. Nevertheless, it may be in-
teresting to consider whether further constraints (such ascompo-
sitionality) would suffice to uniquely characterize the dependency-
provenance semantics.

4.2 Language extensions

The fragment of XQuery we considered leaves out many features,
including base types and primitive functions (e.g. booleans, inte-
gers), conditionals, emptiness and path-existence tests,recursion,
most of the XPath axes, and update operations.

Other base types and primitive functionsWe used strings with
concatenation and reversal as an example of a base type and asso-
ciated operations. Integers, booleans, arithmetic and propositional
logic operations can be added following the same pattern to most
of the models we considered (except why-provenance). A more

2 Personal communication, May 2008



interesting question is how to handle the union, difference, sort-
ing, grouping and aggregation operations that are present in full
XQuery. For example, expression provenance deals only withan-
notations on strings, but in the presence of aggregation operators
such assum, we might also need to refer to the results of queries
that construct trees or sequences, not just strings.

Conditionals, emptiness and path testsXQuery includes con-
ditionals that allow testing for the existence of paths or testing
whether an expression is empty. Path existence tests by themselves
do not pose a major difficulty for provenance tracking. However,
why-provenance is not yet completely well-understood for query
languages that include negation or emptiness tests. Geertsand
Poggi [24] have investigated this issue using the semiring relational
model. The other forms of provenance studied here do not appear
sensitive to emptiness tests.

Functions and recursion Databases may allow local function
definitions but seldom allow first-class lambda-abstraction; how-
ever, XQuery allows arbitrary recursive function definitions. These
features can be accommodated easily by interpreting lambda-
abstraction and application expressions in the standard way:

PJλx.eKγ = Λv.PJeKγ[x := v]

PJe1 e2Kγ = (PJe1Kγ) (PJe2Kγ)

Recursion can also be handled in the standard way, by adjusting
the semantics to allow for the possibility of nontermination. Note
that the above approach interprets function expressions asfunctions
from annotated values to annotated values; function valuesthem-
selves do not carry annotations, and so we will not be able to distin-
guish between, say,(λx.b[x], c[x]) a[] andb[a[]], c[a[]]. It may be
interesting to allow annotations on functions themselves,in which
case we would need to allow nonstandard (but compositional)in-
terpretations of lambda-abstraction and application expressions.

Other XPath axes Full XPath includes additional “downward”
axes (descendant, attribute), “upwards” axes (ancestor, parent) and
“sibling” axes (previous-sibling, next-sibling). Our core language
only supports the child and (trivial) self axis. The other downward
axes can easily be accommodated by adding attributes to the data
model and using suitable recursive definitions for the descendant
axis under various semantics. The other directions are morechal-
lenging, because we cannot even define the ordinary semantics of
expressions purely in terms of values in the presence of the up-
wards or sideways axes. The formal semantics of XQuery uses a
“store” containing node identifiers [21]. We believe it is possible to
extend the approach of this paper to a more realistic XQuery frag-
ment based on stores and node identifiers, but doing so seems to
require much heavier notation (e.g. relations rather than functions).

Updates As discussed in the introduction, a major motivation
for studying provenance is that curated databases are updated
frequently. Here, we have focused on provenance semantics for
queries only. Understanding provenance for queries is a neces-
sary first step towards understanding provenance for general XML
transformations; moreover, query provenance models can beused
to propagate information about the freshness or update history
of the underlying data used by a query. However, it is also im-
portant to study provenance for update operations [8]. Buneman
et al. [10] also studied where-provenance for an NRC-based up-
date language. Similar developments ought to be possible for the
XML where-provenance model, possibly using the FLUX update
language [14, 15]. However, FLUX is much simpler than the up-
date languages typically encountered in practice such as the W3C
XQuery Update Facility proposal [13].

Additional issues As discussed by Buneman et al. [10], there are
a number of implementation challenges for provenance and anno-

tation in database systems, including choice of concrete data struc-
tures and query optimization. Moreover, we have only addressed
the problem of defining and modeling provenance, not on making
use of provenance or other annotations, and this raises several in-
teresting language-design questions.

4.3 Is this what scientists need or want?

In the introduction, we presented a wide variety of motivations
and real-world concerns that provenance is meant to address. How-
ever, we have restricted attention to the subproblem of defining and
tracking provenance through XQuery-style queries over XMLdoc-
uments. Already in this simple setting, we encountered somesub-
tle issues and design decisions. Nevertheless, we should consider
whether this work addresses the needs of scientific users that we
have claimed as motivation. This is tricky to evaluate for several
reasons. First, different disciplines have different needs. Second,
scientists are busy and typically do not have time to participate in
rigorous usability studies.

Nevertheless, we believe that developing concrete, small and
easily understood proposals for provenance-tracking techniques is
worthwhile because we can use them to get a sense of what proper-
ties users consider important or irrelevant. It seems clearthat there
is a wide range of provenance models with significant variation in
detail and performance overhead. So, identifying aspects of prove-
nance that scientistsdo notcare about is as important as identifying
aspects that are really necessary.

Moreover, XML databases and XQuery are not yet in widespread
use compared with relational databases, SQL, and other mature
technologies. So our short-term goal is to understand what prove-
nance isin generalso that we can adapt to any particular set of
scientific provenance needs. In doing so, we will develop a foun-
dation for (XML or relational) database systems that provide rich
forms of provenance tracking and can be configured to addressthe
issues pertinent to a particular project.

5. Conclusions
The Web is revolutionizing the way science is performed. This
revolution creates great opportunities, but also great risks. The
Web’s integrity, reliability and reproducibility properties (or lack
thereof) have a direct impact on the judgment of scientists and the
quality of scientific results. We need to develop aScientific Web,
based on adapting Web technologies (including XML databases
and other processing techniques) to provide a rigorous foundation
for performing science online and retaining valuable results.

This paper has focused on provenance tracking for XML data.
Although this is just one part of the overall problem, it is not yet
well-understood. Our view is that just as numerical scientific com-
putation ought to (and does) rest on solid mathematical founda-
tions of real and complex analysis, differential equationsand so on,
so should symbolic scientific computation rest on the solid math-
ematical foundations of logic, programming language semantics
and database theory. In particular, besides designing provenance-
tracking systems according to ad hoc user specifications we should
also seek out formal (and elegant) characterizations of provenance
that explain why this information is useful and meaningful.The
models we have developed in this paper, we hope, represent a first
step towards this goal.
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